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OSINT stands for Open-Source Intelligence and refers to collecting information from 
publicly available sources like websites and social media. It is widely used across 
industries to gather insights without accessing private data.
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WH AT IS OSINT ?

• Open - Source Intelligence (OSINT) is the practice of collecting and 
analyzing information from publicly available sources to gain insights, 
knowledge, and understanding about a particular topic, individual, 
organization, or event.

• OSINT involves using open data sources such as websites, social media 
platforms, news articles, public records, and more to gather valuable 
information. 

• OSINT is used in many areas like government, law enforcement, military, 
private investigators, cyber threat intelligence, and others
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SOC IAL  
MEDIA 

MONIT OR ING

• Social media monitoring is one of the OSINT techniques. 

• It is used to collect and analyze posts that are available to 
the public from social media platforms like Twitter, 
Instagram, Facebook, and others.

• Key steps include:
• Defining objective
• Identifying sources 

• Collecting information

• Pattern recognition 
• Recording the data

• Potential use cases:
• Fraud detection

• Threat intelligence
• Reputation monitoring

• Public safety and law enforcement

• Fugitive tracking
• Data breach detection.



Online searching uses search engines like Google to find relevant public information. 
By using keywords and filters, users can quickly gather useful data.
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ONLINE 
SEARCH ING

• Uses search engines like Google to find public 
information

• Helps research people, companies or topics

• Uses keywords, filters and search operators

• One of the most common OSINT techniques



This explains the steps involved in effective online searching, including using specific 
keywords, quotes and filters to narrow down results and verify accuracy
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HOW ONLINE 
SEARCHING 

WORKS

• Use specific keywords

• Use quotes for exact phrases

• Use filters (date, file type, location)

• Check multiple sources for accuracy
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DOMAIN
RES EARC H

• Domain research is an OSINT technique used to 
investigate websites and their owners 

• It uses tools like WHOIS, DNS lookup, and IP analysis 

• Helps uncover who created, owns, or operates a website

• Key Steps Include:
• Perform a WHOIS lookup 

• Analyze domain registration details 

• Identify IP address and hosting provider 

• Use archived data (Wayback Machine)

• Potential Use Cases:
• Identifying anonymous website owners 

• Invest igating scams or phishing sites  

• Supporting cybercrime investigations
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OSINT IN 
INT ELLIGENC E 

& LAW  
ENFORCEMENT

• OSINT is used to identify threats before they occur 

• Helps build profiles on individuals and networks 

• Supports investigations without needing classified tools 

• Enables pattern recognition and trend analysis

• Examples:
• Tracking suspects through social media activity 

• Identifying criminal or extremist networks 

• Supporting federal investigations and intelligence 
operations



OSINT is used in many real world situations such as business research, law 
enforcement investigations, cybersecurity and journalism.
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USE CASES  
OF OS INT

• Business research

• Law enforcement

• Cybersecurity threat detection

• Journalism and fact-checking



OSINT is important because it provides fast access to valuable information and helps 
people make informed decisions using publicly available data.
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WH Y OS INT 
MAT TER S

• Provides fast access to 
information

• Helps identify trends 
and patterns

• Supports decision 
making

• Uses publicly available 
data



Even though OSINT uses public data, it is important to respect privacy and use the 
information responsibly and legally.
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ET HIC AL 
CONS IDERAT IONS

• Respect privacy

• Use only public and legal data

• Avoid misuse of information

• Be responsible with sensitive data



OSINT is a powerful tool that uses public data to generate insights. However, it must 
always be used ethically and responsibly.
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CONC LUS ION

• OSINT uses public data to gather insights

• Includes techniques like social media, online 
searching and domain research.

• Used across many industries

• Must be used responsibly
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RES OURCES

• Penn State IST 110 Course Materials (OSINT)

• Wikipedia: Open-Source Intelligence

• Google Search Tools (OSINT techniques 
research)


